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The Office of Consumer Affairs and Business Regulation

Led by Undersecretary Layla R. D'Emilia

Oversees the state’s
- Lemon Laws and Lemon Law Arbitration
-Data Breach Reporting
-Home Improvement Contractor Programs  
-Do Not Call Registry

Office of Consumer Affairs and Business 

Regulation | Mass.gov

https://www.mass.gov/person/layla-r-demilia-undersecretary
https://www.mass.gov/orgs/office-of-consumer-affairs-and-business-regulation
https://www.mass.gov/orgs/office-of-consumer-affairs-and-business-regulation
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Public Protection & Advocacy Bureau

Consumer Protection

Civil Rights

Fair Labor

Insurance and Financial 
Services

Civil Investigations

Consumer Advocacy & 
Response

Data Privacy and Security

Divisions of the Public Protection & Advocacy Bureau



Data Privacy & Security Division

Investigates and 
Enforces Data 

Protection Laws & 
Privacy

Develops/weighs 
in on Policy and 

Regulations

Educates and 
Engages with 

Businesses, Bar, 
and Consumers

© 2024 Massachusetts Attorney General’s Office

Public Protection & Advocacy Bureau
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Mass. Data Protection Laws

Law Conduct

Data Breach Notice Law (c. 93H)
Duty to notify of breachof Personal 

Information.

Data Security Regulations (201 CMR 

17.00)

Duty to protect and secure Personal 

Information.

Data Destruction Law (c. 93I) 
Duty to securely dispose of Personal 

Information.

Consumer Protection Law (c. 93A)
Bans unfair or deceptive trade 

practices.



Data Breach
G.L. c. 93H 

“Breach of security‘’, 

-the unauthorized acquisition or

-unauthorized use of unencrypted data or

-encrypted electronic data and the 
confidential process or 

-key that is capable of compromising the 
security, confidentiality, or integrity of 
personal information, 

*maintained by a person or agency that 
creates a substantial risk of identity theft or 
fraud against a resident of the 
commonwealth*

A good faith but unauthorized acquisition 
of personal information by a person or 

agency, or employee or agent thereof, for 
the lawful purposes of such person or 

agency, is not a breach of security unless 
the personal information is used in an 

unauthorized manner or subject to further 
unauthorized disclosure.



What is Personal Information?

•Personal Information is a resident's first name and last name, or first initial and last 
name, in combination with any one or more of the following data elements that 
relate to such resident:

o Social Security number;

o driver's license number or state-issued identification card number; or

o financial account number or credit/debit card number

(with or without any required security code, access code, personal identification 
number or password, that would permit access to a resident's financial account)



201 CMR 17.00
• 201 CMR 17.00 establishes minimum standards to be met by persons 

who own or license personal information about a resident of the 
Commonwealth of Massachusetts in connection with the safeguarding of 
personal information contained in both paper and electronic records, to 
insure the security and confidentiality of customer information in a 
manner fully consistent with industry standards; protect against 
anticipated threats or hazards to the security or integrity of such 
information; and protect against unauthorized access to or use of such 
information that may result in substantial harm or inconvenience to any 
consumer.

Data Breach Program



Provide Notice
• A person or agency that owns or licenses data that includes personal information 

about a resident of the commonwealth shall provide notice, as soon as 
practicable and without unreasonable delay, when such person or agency:

o Knows or has reason to know of a breach of security; or,

o When the person or agency knows or has reason to know that the personal 
information of such resident was acquired or used by an unauthorized person or 
used for an unauthorized purpose.



Two Triggers for Notice

• Two triggers for notice

• “Breach of security” occurs

• Unauthorized acquisition or use

https://malegislature.gov/Laws/GeneralLaws/PartI/TitleXV/Chapter93H/Section1
https://malegislature.gov/Laws/GeneralLaws/PartI/TitleXV/Chapter93H/Section3


Can consumers file a data breach?
• NO, a data breach can only be filed by the person or agency 

holding, maintaining, or storing the data for the consumer



Where to send notice

Said notice shall be sent to:
• The Attorney General’s Office;
• The Undersecretary of OCABR; and,
• The resident(s) whose information was affected.



What should the notice to the AGO and OCABR include?

o The notice to be provided to the AGO and OCABR shall include:

• The nature of the breach of security or unauthorized acquisition or use;

• The number of residents of the commonwealth affected by such incident at the time of notification;

• The name and address of the person or agency that experienced the breach of security;

• The name and title of the person or agency reporting the breach of security, and their relationship to the person or 
agency that experienced the breach of security;

• The type of person or agency reporting the breach of security;

• The person responsible for the breach of security, if known;

• The type of personal information compromised, including, but not limited to, social security number, driver's license 
number, financial account number, credit or debit card number or other data;

• Whether the person or agency maintains a written information security program;

• Any steps the person or agency has taken or plans to take relating to the incident, including updating the written 
information security program; and,

• The sample notice that it has sent to the affected resident(s).



What should the notice to the consumer include?

o The notice to be provided to the resident shall include:

• The resident's right to obtain a police report;

• How a resident may request a security freeze and the necessary information 
to be provided when requesting the security freeze;

• That there shall be no charge for a security freeze, or a fee for credit 
monitoring for eighteen months (said cost shall be paid for by the company); 
and,

• Mitigation services to be provided; 

• However, said notice shall not include the nature of the breach of security or 
unauthorized acquisition or use, or the number of residents of the 
commonwealth affected by said breach of security or unauthorized access or 
use.

-Specific language must be mentioned to consumer (sample).

https://www.mass.gov/service-details/reporting-data-breaches-to-affected-residents


Even if total number of residents affected is not 
determined at the moment…

*The notice provided to the resident shall 
not be delayed on grounds that the total 
number of residents affected is not yet 
ascertained. In such case, and where 
otherwise necessary to update or correct the 
information required, a person or agency 
shall provide additional notice as soon as 
practicable and without unreasonable delay 
upon learning such additional information.



What OCABR will do after receiving notice
o OCABR, upon receipt of said notice, shall:

• Make available electronic copies of the sample notice sent to consumers on its website and post such 
notice within 1 business day upon receipt from the person that experienced a breach of security;

• Update the breach of security notification report on its website as soon as practically possible after the 
information has been verified by said office but not more than 10 business days after receipt unless 
the information provided is not verifiable; provided, however, that OCABR shall post said notice as 
soon as verified;

• Amend, on a recurring basis, the breach of security notification report to include new information 
discovered through the investigation process or new subsequent findings from a previously reported 
breach of security; and,

• Instruct consumers on how they may file a public records request to obtain a copy of the notice 
provided to the AGO and OCABR from the person who experienced a breach of security.



Data Breach Report Website 
Data Breaches | Mass.gov

• The data breach report website has recently been updated

• Here you may report data breaches, update an existing report, find requirements for data breach 
notifications, and more.  

https://www.mass.gov/data-breaches


Data Breach Reports
• Data breach reports are available on https://www.mass.gov/data-breaches or:

1. Go to Mass.gov

2. Executive Office of Office Development

3. Office of Consumer Affairs and Business Regulation

4. Data breach reports

OR Google/Search “mass data breach”

https://www.mass.gov/data-breaches


Data Breach Report

Example of reports available by year



Data Breach & Law Enforcement

• Notice may be delayed if a law enforcement agency determines that provision of such notice may impede a 
criminal investigation and has notified the AGO, in writing, thereof and informs the person or agency of such 
determination.

• If notice is delayed due to such determination and as soon as the law enforcement agency determines and 
informs the person or agency that notification no longer poses a risk of impeding an investigation, notice shall be 
provided, as soon as practicable and without unreasonable delay.

• The person or agency shall cooperate with law enforcement in its investigation of any breach of security or 
unauthorized acquisition or use, which shall include the sharing of information relevant to the incident; provided 
however, that such disclosure shall not require the disclosure of confidential business information or trade 
secrets.



• Paper – “redacted, burned, pulverized or shredded”

• Electronic Media - “destroyed or erased so that personal information cannot practicably be 
read or reconstructed”

© 2024 Massachusetts Attorney General’s Office

Data Destruction – c. 93I



• Requires company with personal information to develop, implement, and maintain a:

• WISP (Written Information Security Program)

• Appropriate to “size, scope, and type of business”

• Law also has specific technical requirements

• E.g., encryption of portable devices, firewall, security software

© 2024 Massachusetts Attorney General’s Office

Data Security – 201 CMR 17.00



© 2024 Massachusetts Attorney General’s Office

What Does the AGO Do After Notice? 

• Investigation:

• Information requests (e.g., 
WISP)

• Civil Investigative Demands

• Enforcement:

• Assurance of Discontinuance

• Consent Judgment

• Via Consumer Protection Act (c. 93A)

• Multistate Cooperation



• Failure to Develop/Maintain WISP ($1M penalty) – Comm. v. ArbiterSports, 2384-CV-2956

• No WISP – Comm. v. Multi-State Billing Services, 1784-cv-3586

• Healthcare – Comm. v. Aveanna

• C. 93I – Comm. v. Haney, 1684-cv-0018

• Vendor (multistate) – Comm. v. Blackbaud

• Massive – Comm. v. Equifax

• Encryption – Comm v. TD Bank, N.A., 1484-cv-3832

© 2024 Massachusetts Attorney General’s Office

Representative Matters

https://www.mass.gov/news/home-health-care-company-to-pay-425000-following-data-breach-impacting-thousands-of-massachusetts-residents
https://www.mass.gov/news/massachusetts-to-receive-nearly-900000-in-multistate-data-breach-settlement-with-donor-database-company
https://www.mass.gov/news/ag-healey-secures-18-million-payment-from-equifax-over-data-breach-that-affected-nearly-three-million-massachusetts-residents


Thank you!
Questions?

Any additional questions or 

concerns may be directed to:

Jared Rinehimer

Chief

Data Privacy and 

Security Division

Clinton Dick

General Counsel

OCABR
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